SIACE PARTNERS
Data Processing Agreement
	Data Processor
	Siace Partners ABN 51 912 766 180 
Melbourne, Victoria, Australia  |  hello@siacepartners.com

	Data Controller
	[Practice Name]  ABN [                    ]
[Address]  |  [Contact Email]

	Effective Date
	[Date]



1. Purpose
This Data Processing Agreement ("DPA") governs how Siace Partners ("Processor") processes personal and business data on behalf of the dental or healthcare practice ("Controller") in connection with the services described in the engagement letter or service agreement between the parties.
This DPA supplements and forms part of the Terms of Engagement. In the event of any conflict between this DPA and the Terms of Engagement, this DPA prevails with respect to data processing matters.
2. Definitions
Personal Information means information or an opinion about an identified individual, or an individual who is reasonably identifiable, whether the information is true or not and whether recorded in a material form or not, as defined in the Australian Privacy Act 1988.
Practice Data means all data accessed, extracted, or processed by the Processor in connection with the services, including financial data from accounting software, operational data from practice management systems, and contact information for practice staff and patients. The specific data categories accessed are determined by the agreed service tier and are detailed in Schedule A.
Clinical Records means medical histories, clinical notes, diagnoses, treatment plans with clinical detail, imaging, pathology results, and any other information classified as a health record. Clinical Records are explicitly excluded from the scope of this DPA and are never accessed by the Processor.


3. Scope of Processing
3.1 Data Categories
	Category
	Examples
	Source System

	Financial data
	Transactions, invoices, payroll, BAS, bank feeds
	Xero / accounting software

	Operational data
	Appointments, schedules, provider productivity, revenue metrics
	Practice management system (e.g. D4W)

	Contact data
	Names, emails, phone numbers of staff and patients. Scope of patient data access is determined by service tier as detailed in Schedule A.
	PMS, Xero, direct provision

	Website enquiry data
	Names, emails, messages submitted via website forms
	Website contact forms



3.2 Excluded Data
The Processor does not access, collect, store, or process Clinical Records. Patient health information, medical histories, clinical notes, and imaging data never enter the Processor's platform. This exclusion is enforced architecturally, not by policy.
3.3 Purpose Limitation
Practice Data is processed solely for the purposes of delivering the agreed services: bookkeeping and accounting, financial reporting and KPIs, revenue recovery, AI-enabled receptionist services, operational intelligence, and advisory services as described in the engagement letter.
3.4 Data Access by Service Tier
The specific data categories accessed by the Processor depend on the service tier agreed in the engagement letter. Schedule A to this DPA defines the data access scope for each tier. The Controller selects the applicable tier at the time of signing and must execute an updated Schedule A before any tier upgrade that expands data access.


4. Security Measures
The Processor implements and maintains the following security controls:
	Control
	Implementation

	Encryption at rest
	AES-256 via Azure Storage Service Encryption

	Encryption in transit
	TLS 1.2 minimum on all connections

	Data residency
	Microsoft Azure, Australia East region (Sydney). All data stored in Australia.

	Access control
	Azure Entra ID, role-based access, mandatory multi-factor authentication

	Credential management
	OAuth 2.0 for Xero. Dedicated read-only service accounts for PMS. Secrets in Azure Key Vault.

	Clinic isolation
	Every record tagged with clinic_id. Row-level security enforced at database layer.

	Audit logging
	Every access event logged to immutable audit trail. Quarterly access reviews.

	AI governance
	AI assists analysis only. No unsupervised authority over financial actions. Financial calculations are deterministic.


5. Sub-Processors
The Processor may engage the following categories of sub-processors to deliver the services:
1. Cloud hosting provider (Microsoft Azure, Australian data centre)
1. Registered BAS agents or tax agents for compliance services
1. Communication service providers for AI receptionist and messaging
1. Offshore team members for bookkeeping and reconciliation (with contractual data protection obligations)
The Processor will notify the Controller before engaging any new sub-processor that accesses Practice Data. The Controller may object to a new sub-processor within 14 days of notification.
6. Overseas Access
Some operational services (bookkeeping, reconciliation) may be performed by team members located outside Australia. Where this occurs, the Processor ensures that: appropriate contractual protections are in place; data handling complies with the Australian Privacy Principles; all primary data storage remains in Australia; and access is limited to the minimum necessary for the specific task.


7. Data Breach Notification
In the event of a data breach that affects Practice Data, the Processor will:
1. Notify the Controller within 72 hours of becoming aware of the breach
1. Provide details of the nature of the breach, the data affected, and the likely consequences
1. Take immediate steps to contain and remediate the breach
1. Comply with the Notifiable Data Breaches (NDB) scheme under the Australian Privacy Act 1988, including notification to the OAIC where required
1. Cooperate with the Controller in any investigation or regulatory response
8. Data Retention and Deletion
Practice Data is retained for the duration of the engagement plus any legally required retention period (typically 7 years for financial records under Australian tax law).
Upon termination of the engagement, the Processor will delete all Practice Data within 90 days unless a longer retention period is legally required or otherwise agreed in writing. The Controller may request written confirmation of deletion.
The Controller may revoke Xero access immediately from within their own Xero account at any time. PMS access credentials will be deactivated upon written request.
9. Controller Obligations
The Controller agrees to:
1. Maintain the security of their own system credentials and notify the Processor of any suspected compromise
1. Revoke access for departing staff members promptly
1. Ensure that any personal information provided to the Processor has been collected in accordance with the Australian Privacy Principles
1. Where the agreed service tier includes patient data access (as specified in Schedule A), obtain any necessary consents from patients for the sharing of contact and appointment information for the purposes described in Schedule A
10. Audit Rights
The Controller may request, no more than once per calendar year, a summary of the Processor's data security practices and access logs relevant to the Controller's data. The Processor will respond within 30 days. On-site audits are not supported at this time but may be arranged by mutual agreement as the Processor's operations scale.
11. Term and Termination
This DPA takes effect on the Effective Date and remains in force for the duration of the service engagement. The data processing obligations in Sections 4, 7, and 8 survive termination of this DPA.
12. Governing Law
This DPA is governed by the laws of Victoria, Australia. Any disputes will be subject to the jurisdiction of the courts of Victoria.
Schedule A — Data Access Scope by Service Tier
The Controller confirms the agreed service tier by initialling the applicable column below. Data access is limited to the categories marked for the selected tier. If the engagement is upgraded to a higher tier, an updated Schedule A must be executed by both parties before the expanded data access commences.
	Data Category
	Tier 1–2 (Foundation / Execution)
	Tier 3 (Intelligence)
	Tier 4–5 (Performance / OS)

	Financial data (Xero)
Transactions, invoices, payroll, BAS, bank feeds
	Yes
	Yes
	Yes

	Staff contact data
Names, emails, phone numbers of practice staff
	Yes
	Yes
	Yes

	Patient contact data
Names, emails, phone numbers of patients
	No
	Yes
	Yes

	Appointment and schedule data
Booking dates, times, duration, provider, chair, status
	No
	Yes
	Yes

	Recall and treatment plan status
Recall intervals, due dates, plan status (accepted/pending/declined). No clinical detail.
	No
	Yes
	Yes

	AI voice and messaging data
Call recordings, transcripts, SMS/WhatsApp messages
	No
	No
	Yes

	Clinical records
Medical histories, clinical notes, diagnoses, imaging, x-rays
	Never
	Never
	Never





Agreed Service Tier (initial the applicable column):
	Tier 1–2 (Foundation / Execution)
Financial and staff data only. No patient data accessed.
	Controller initials: ________
	Date: ________

	Tier 3 (Intelligence)
Adds patient contact, appointment, recall, and treatment plan status data from PMS.
	Controller initials: ________
	Date: ________

	Tier 4–5 (Performance / Operating System)
Adds AI voice/messaging data (call recordings, transcripts, SMS).
	Controller initials: ________
	Date: ________


Note: Each tier includes all data access from lower tiers. Clinical records are never accessed at any tier. If the Controller upgrades to a higher tier, both parties must execute an updated Schedule A before the expanded data access commences.
Signatures
By signing below, each party acknowledges that they have read, understood, and agree to the terms of this Data Processing Agreement.
	FOR THE PROCESSOR
Siace Partners

 
Name:
Date:
Signature
	FOR THE CONTROLLER
[Practice Name]

 
Name:
Date:
Signature



Siace Partners  |  Data Processing Agreement  |  Page 1
